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Introduction

Matrikon OPC is the name given by Matrikon to its OPC-compliant components, which include

OPC servers and OPC clients.

This tutorial is designed to guide you through the use of the following Matrikon OPC tools, which

must all be installed on your computer:
*  OPC Server for DDE

*» OPC Explorer

*  OPC Simulation Server

*  OPC Data Manager

The Matrikon OPC applications listed above are all available for download for evaluation purposes

(see section 1.2).

In addition to the Matrikon OPC tools listed above, you must have Microsoft Excel installed on
youtr computer in order to complete this tutorial.

Overview of Mairikon OPC Tools

The Network Design Diagram, shown in Figure 1-1, outlines how the software applications connect

with one another.

*  Each box denotes a separate software application

e FEach line denotes a connection

3
OPC Explorer

Figure 1-1. The Network design diagram.

In Figure 1-1, the process control system is arranged as follows:

4 5 2
OPC Simulation OPC Data OPC Server for
Server Manager DDE
1
Excel

1. Microsoft Excel acts as the data source. All of the process control data is read from and written

to Microsoft Excel

2. The OPC Server for DDE connects Microsoft Excel to the OPC client.
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3. OPC Explorer acts as the data sink. It reads data and commands, and writes data back to
Microsoft Excel.

4. The OPC Simulation Server connects to a sample device or sample application. It transfers
random data that will be read by OPC Explorer-:.

5. OPC Data Manager connects the two OPC servers. Sample tag values are be shared between
these two servers.

Downloading and Installing Matrikon OPC Tools

All the Matrikon software packages used in this tutorial are available as free evaluation versions that
can be downloaded at the following URLs:

OPC Explorer. http:/ /www.matrikon.com/drivers/opc/explorer.asp

OPC Server for DDE: http://www.matrikon.com/drivers/Details.asp?NameListID=732

OPC Simulation Server: http:/ /www.matrikon.com/drivers/opc/simulation.asp

OPC Data Manager: http:/ /www.matrikon.com/drivers/opc/datamanager.asp

To install these each software package, follow the instructions that accompanies each download.

All of these downloads are meant for demonstration purposes only and so will only work on you
computer for a limited time. After the demonstration period has expired, the software will cease to
operate until a registered version is installed.

Tutorial Overview

The exercises in this tutorial describe the function of each Matrikon OPC application while guiding
you the process of configuring OPC Server for DDE. Working through this tutorial will help you
troubleshoot software installation by highlighting where problems may occur when connecting OPC
software applications.

This tutorial show you how to configure the OPC Server for DDE using the following steps:
1. Use Microsoft Excelto create sample data (see section 2).

2. Configure the connection between the DDE Setver (using OPC Server for DDE) and
Microsoft Excel (see section 3).

3. Configure OPC Explorer to read and write values to and from Microsoft Excel using the
DDE Server (section 4).

4. Connect the OPC Simulation Server to OPC Explorer and connect the two OPC servers
using OPC Data Manager (section 5).

Tutorial—Introduction to OPC 11/19/2002
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Step 1: Creating Sample Data in Excel

This tutorial shows you how to connect with a data source (in this case, Microsoft Excel), using
Matrikon’s OPC tools.

So, the first step is to create some sample data in Excel and save the data in an Excel workbook file.

To create sample data in Microsoft Excel:

1.
2.

3.

Start Microsoft Excel, opening a new workbook.

In the first and second column of the spreadsheet, enter the following values that will be
referenced by the DDE Server:

Column 1 Column 2
Row 1 FIC101 1550
Row2 | PIC204 15
Row3 | TIC306 20

In the sample data, this represents simulated values as follows:

»  FIC101 represents the Flow Controller 101
*  PIC204 represents the Pressure Controller 204
*  TIC306 represents Temperature Controller 306.

The values in the second column represent sample values in the plant.

When you have entered the values, your spreadsheet should look like the one shown in Figure
2-1.

E3 Microsoft Excel - Book1.xls
J File Edit Wiew Insett Format Tools Data ‘Window Help —|& x|

Iteda/ gy =2aal-- ez &8 03 7o
J.C\ria\ ot
Ad
A =
|1 [Fle1o 1550 I
| 2 |PIc204 15
3 [Tic3os 20
4 1
|5 |
1 6 |
17|
18|
1 9|
110
|11
12
4[4 ]¥ [¥il\Sheet1 Shestz [ Sheeta / 1« |
Ready 1 e — ]

Figure 2-1. Configuring Excel.
Save the workbook, naming it BOok1. x| s.
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Step 2: Configuring the DDE Server

Now that the sample data is ready, you’ll use the OPC Server for DDE to set up a connection
between the sample data you created in Excel and the DDE server.

The OPC Server for DDE is used to exchange information between an OPC client and a DDE
server. It provides key functionality such as read and write access to all valid DDE server items, and
DDE server connection status. OPC Server for DDE can be used by any OPC-compliant
application, such as an HMI or Process Historian, to connect to DDE servers such as Microsoft
Excel, Matlab, Six Sigma statistical package MiniTab, and others.

To configure the DDE Server to connect with Microsoft Excel:

1. Click the Windows Start button, and then point to Programs, point to Matrikon OPC, point
to DDE, and click Matrikon OPC Server for DDE.

The OPC Server for DDE starts and the 2 Matrikon icon appears in your system tray at the
bottom left of your screen.

2. Right-click the % Matrikon icon and select Configure from the shortcut menu that is
displayed (Figure 3-1).

Show Control Panel

& Help F1

About,..

Figure 3-1. Seled Configure from the shoricut menu.

The Matrikon OPC Server for DDE Configuration screen appears (Figure 3-2).

fiMatrikon OPC Server for DDE - Untitled*

File Edit Wiew Tools Help

[0 D EHE GF Xw g

Fieset Statistics |

& Matrikan | Clients; 0 Server Time: 11/13/2002 4:30:19 PM

Figure 3-2. The Configuration screen.
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In the Current Configuration list of the Configuration screen, select Alias Configuration.

When you do this, the contents pane on the right of the window appears, indicating that no

aliases have been created.

From the Edit menu, select Insert Alias Group. Alternatively, you can right-click Alias
Configuration and select Insert Alias Group from the shortcut menu that is displayed, as

shown in Figure 3-3.

f-0Matrikon OPC Server for DDE - Untitled*

File:

Edit W¥iew Tools Help

(O D s ||| HE >

iCurrent configuration: Contents of alias group '

Server Configuration Mame Item F

Insert Alias Group  Chrl+a

Figure 3-3. Creating a new Alias Group.

An alias group folder called New Alias 1 appears beneath Alias Configuration in the
Configuration screen (Figure 3-4). The contents of the new alias group, currently blank, is
shown on the contents pane at the right of the window.

“DMatrikon OPC Server for DDE - Untitled*
File Edit Yiew Taools Help

[0 Do HE @& x 5

Current configuration:

/ Conkents of alias group Mew Alias 1"

Server Configuration
Aliaz Configuration
25 New Alias 1

Data Type

\ Item Path

Feset Statistics

[

2 Motrkan | Clients: 0 |Server Time: 11/13/2002 4:32:15 PM

Figure 3-4. Creating a new Alias Group.

Select the new alias group (New Alias 1). From the Edit menu, select Insert New Alias as
shown in Figure 3-3. Alternatively, you can right-click in the contents pane at the right of the

window and select Insert Alias Group from the shortcut menu that is displayed.
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4 Matrikon OPC Server for DDE - Until

| | Care Unds itz R
gL

lcorre &% Rename F2
|Curre ¥
1 - 7% Delete alias Group  Chrl+Del

Delete Alias

Figure 3-5. Creating a new Alias.

6. The Insert New Alias dialog box appears (Figure 3-6).

EA}-Insert New Alias

|
I Hame: ; 1

| Save & Create New I
| ltemPab 2 =

I Default to new

Scaling >»

™ Poll when inactive
Cancel !

1 Aliaz Settings:

| DataTyper  [ipgtayly 5

|
|
: Update Rate: !D [mzec)
|

I Readanly

Figure 3-6. The Insert New Alias dialog box.

The Insert New Alias dialog box allows you to reference specific values in the Microsoft Excel
file with the DDE Server.

7. For each tag value in BOOK1. XI S, insert a new alias as follows:

Name: Tag name (e.g., FI C101).

Item Path: The Excel cell reference (e.g., excel | [ book1. x| s] sheet 1! r1c2 for
the value). In Excel, the pipe (]) is used to separate the file name (book1.xls).

Note: This text is formatted according to Microsoft Excel requirements, not Matrikon requirements, and

may be different for other DDE applications. Mafke sure that you have spelled the file name and item path
correctly or they will not be found.

Leave the rest of the fields with their default settings. The Insert New Alias dialog box should
now look like Figure 3-7.

Etglnsert New Alias

Save

i Alias Settings:

. [Rcton '
Save & Create Mew i
e Path: !Excell[book1.xls]sheet1 Ir3c2
I Default ta new

Diata Type:

I Readaonly

| (Default 2|

Sealing »»

I Poll when inactive
Cancel I

Update Rate: ’D [mzec)

Figure 3-7. The Insert New Alias dialog box with a file referenced.
8. Click Save to save the alias, or Save & Create New to save the alias and enter another alias.

When you have entered all the aliases, the Configuration screen should look like Figure 3-8.

e
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fv0Matrikon DPC Server for DDE - OPC DDE Demo.xml* o ] 3]
File Edit View Taodls Help

(0D HE & H|x 5B |

Current configuration: Contents nfw _—
m Server Configuration M I Item Path | Data Type M
% Excel FIC1m excelllbook] slslshest]irc2  [Default) R
4% Mlias Config.rsiion <_ FICZ04 sxcell[book T sfshest1i2c2 | (Defaull] R >

i il

X
Fieset Statistics | Y] 2
& Matrikan | clients: 1 [Server Time: 7/22/2002 10:52:59 AM

Figure 3-8. The Configuration screen with aliases entered.

The OPC Server for DDE is now configured propetly and is now connected to Excel This

means that any OPC client, such as OPC Explorer, can connect with the DDE server using
OPC.

e
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Step 3: Connecting OPC Explorer

Once the connection between Excel and the DDE server is configured, the next step is to configure
OPC Explorer to read and write values to and from Excel through the DDE server.

OPC Exploreris Matrikon’s full-featured OPC client designed to help with the installation, testing,
and configuration of OPC-compliant servers.

This section shows you how to use OPC Explorer to interface with the DDE server.

You will start off by opening OPC Explorer and connecting to the DDE server (section 4.1).
Then, you’ll create a share group in which you will create tags to hold the data (section 4.2).
Once the share group has been created, you’ll create and validate the tags (section 4.3).

Finally, you’ll check the connection by changing the tag value in OPC Explorer and seeing the
change appear in the Excel workbook, BOOk1. XI S (section 4.4).

Configuring OPC Explorer

To configure OPC Explorer:

1.

Click the Windows Start button, and then point to Programs, and click Matrikon OPC
Explorer.

OPC Explorer starts (Figure 4-1), showing the file names of the OPC servers successfully
installed to your computer on the left side of the window. The DDE server you installed in
section 3 should now appear on your list (Mat ri kon. OPC. DDE. 1). If it does not, contact
Matrikon support (www.matrikon.com/support).

{ Matrikon OPC Explorer - [Untitled] [_ O]
File Server Group Item  Wiew Help

.......

285 Matrikon, OPC, Simulation, 1
W Metwork, Neighbaorhoad
: !-,; Other Metwork Computers

4] |>]

Server: Matrikon,OPC.DDE, 1

Connected: Mo

% Matrikon We Make Connections [ Advising: ]
Figure 4-1. The OPC Explorer application window.

Right-click Matrikon.OPC.DDE.1 and select Connect from the shortcut menu that is
displayed (Figure 4-2).

Tutorial—Introduction to OPC 11/19/2002



.. Matrikon OPC Explorer - [Untitled]

File Server Group Item View Help
i =
i]’ 8 o, B
[ & 2 B &
Matrikon, OPC.ODE. 1 |
g Lacalhost "\LEE-EWERT'
8%, DSLOPC.RTPOPC.2
L= Matrik DDE.
08 Matrikon, OPC,LUFkic
8% Matrikon, OPC.Scadz
8% Matrikan, OPC, Simul:
3

5; MNetwork Neighborhood

: _!5; Other Metwork Compute

<] I
Figure 4-2. Right-click the DDE server and select Connect.

You can confirm that the connection has been established by comparing your OPC Explorer
window with Figure 4-3. In the bottom pane, Connected should be followed by Yes.

. Matrikon OPC Explorer - [Untitled®]
File Server Group Item VYiew Help
M o == e B O ik
e s Zh|lce s e FmEL ||
Jell a1} il
Matrikan,OPC.DDE. 1 |

I

Lacalhaost “Y\LEE-EWERT'
-08 DSLOPC.RTPOPC,Z
W C.ODE. 1
- 08 Matrikon OPC, LufkinModbus, 1
- 285 Matrikon OPC, ScadaModbus, 1
-8y Matrikon, OPC, Simulation, 1
ig Metwork Neighbaorhoad

Other Network Computers

< |2

Server: Matrikon, OPC,DDE, 1

Connected: Yes

State: Running
Groups: 0
Current Local Time: 11/12/2002 3:46:21 PM
Last Local Update Time: 11122002 3:42:55 PM

#Matrikon We Hake Conneclions | Advising: 7]
Figure 4-3. OPC Explorer with a connection to the DDE server.

4.2 Creating a Share Group

To create a share group:

1. Right-click Matrikon.OPC.DDE.1 and select Add Group from the shortcut menu that is
displayed (Figure 4-4).

. Matrikon OPC Explorer - [Untitled

File Server Group Item View Help

Matrikon, OPC.DDE. 1

E| g Localhost "\LEE-EWERT'

08 DSLOPC.RTPOPC, 2

(Eomnect

Disconnect

1] I
Figure 4-4. Right-click the DDE server and select Add Group.

e
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The Add Group dialog box appears (Figure 4-5).

2. In the Group Name text box, enter groupl, and then click OK.

[~ New Group Settings:

Ok

|
| Qaroup Mame: [oroupi] ¥ Create Active
|

1
e
|
|
|

| | Cancel i

i Update Rate: [1n00 {msech Asynchronous If0 ™ I
! |

| % Deadband: [ (Full Scale) l

|

|

|
|

Time Ejas: i (GMT-07:00) Mountain Time (US & Canada), Atizona :_j |

Figure 4-5. The Add Group dialog box.
The OPC Explorerwindow now displays the group you created for the DDE server.

. Matrikon OPC Explorer - [Untitled*]

File Server Group Item Yiew Help
Contents of 'groupl’
Item ID I Access Path ! Status
[ Mo kems
- 08y Matrikon. OPC. Simulation. 1
£§ Metwork Neighborhood
= Other Metwork Computers
<] 120 ] | i
|
Server: Matrikon. OPC.DDE.1 Group; groupl
Connected: Yes Connected {Async 1/0): Yes (Z.0)
State: Running Active: Yes
Groups: 1 Items: 0
Current Local Time: 11712/2002 4:21:19 PM Current Update Rate: 1000 ms
Last Local Update Time: 11/12/2002 3:42:55 PM Percent Deadband; 0.00%
2k Matrikon e Make Connections [ Advising: ]

Figure 4-6. OPC Explorer with a share group created.

4.3 Adding and Validating Tags

To add and validate tags:

1. Right-click group1 and select Add Items from the shortcut menu that is displayed (Figure 4-4).

. Matrikon DPC Explorer - [Untitled®

File Server Group Item YWiew Help

e zeizElles

groupl

Lacalhost \\WLEE-EWERT'

-8 DSLOPC.RTPOPC.2

&, Matrikon, OPC.DDE. 1
T M—

Deactivate
p ¥ Use Async Ifo
Device Read

Figure 4-7. Right-click the DDE server and select Add ltem.

10

e
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Matrikon OPC Tag Studio appears (Figure 4-5).

EzMatrikon DPC Tag Studio - Matrikon DPC Explorer {(group1)
File Edit wiew Help

IESERS

EEE

Tag Entry |

Tags To Be Added:

@ Ikem IC:

Data Type: IEmptWDefau\t vl v Create Active
A Eath: S
ceess Pal I %\l

kY

Fileer: Data Type Filker: Ernpty/Default -l

¥ wirite Access ¥ Read Access

Available Ttems in Server 'Matrikon. OPC.DDE.1'"

I Branches [~ Items

< ia Configured Aliases >

e fyvailable Tags

Figure 4-8. Matrikon OPC Tag Studio.

In the Available Items list, double-click the Configured Aliases folder to open it and view the

New Alias 1 folder it contains.

Click the New Alias 1 folder.

Note that the Excel tags, for which you created aliases in section 3, now appear in the Available

Tags list.
Double-click the top tag.

The tag name appears in the Item ID field near the top of the window (Figure 4-9).

EaMatrikon OPC Tag Studio - Matrikon OPC Explorer (group1)
File Edit Wiew Help

[2]s x/ac &=
Tag Entry |

TS from fewsisthcor @

Data Type: IEmptyIDefaUlt +| ¥ Create Active

#Access Path: I e}‘\l

o

3

Eilter: Data Type Filkter: [erpty Default 'I
¥ wirite Access |V Read Access [ Branches [~ Items

Avwailable tems in Server 'Matrikon, OPC,DDE, 1

SR

23] Mew Alias 1

Tags To Be Added:

\Chck this button to add the tag definition to the tag list, Tags in the list will be added to the group when TagStudio is clo

Figure 4-9. The tag name appears in the ltem ID box.
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5. Click |*| to transfer the tag name to the Tags To Be Added list (Figure 4-10).

@z Matrikon OPC Tag Studio - Matrikon DPC Explorer (groupl)
File Edit wiew Help

ESERICIIAETE

Tag Entry | Tags To Be Added:
TAGY  frem 10: e alas 1. Frc100 %' L
Mew Alias
1.FICi01

Daka Type: IEmpthefau\t vl W Create Active
A Eath: S
ceess Pal I 9}\

Filker: Data Type Filker: Empty/Default vl
[¥ Wirite Access [ Read Access [ Branches [ Items
Available Ttems in Server 'Matrikon. OPC.DDE. 1"
[ Excel
=1 D Configured Aliases
L2 New Alias 1
|
Tag: MNew Alias 1.FIC101
Access Path:
s Available Tags validated: Mo
T FIC101
i PIC 204 Data Type: Empty/Default
Create Active: Yes
a5 T C306
Readable: 777
Writeable: 77?
A

Figure 4-10. The tag is transferred fo the Tags To Be Added list.
The tag appears in the list, with a blue question mark 7.

6. Select the tag in the Tags To Be Added list and then, from the File menu, select Validate
Tags (or click )

[z Matrikon OPC Tag Studio - Matrikon DPC Explorer {group1)
File Edit View Help

[*]s (@D &2

Tag Entry | Tags To Be Added:
TAG) pom i [hew Alies 1.F1C101 %'
Data Type: IEmptw’DeFauIt ~| W cCreate Active
Access Bath: | 3
ccess Pal %

Eilker: Data Type Filker: Empty/Default ¥

¥ write Access |V Bead Access [ Branches [T Ltems

Available Tkems in Server Matrikon, OPC.DDE. 1"

D Exicel
E-/21 Configured Aliases
423 New alias 1
|
Tag: Mew Alias 1.FIC101
Access Path:
s Available Tags | validated: Mo
W5 FIC101
SEPIC204 Data Type: Empty/Default
Create Active: Yes
T3 TT C306
Readable: 7?7
Writeable: #?7
[validate tags i

Figure 4-11. Matrikon OPC Tag Studio.

If OPC Explorer can read the tag from Excel, the blue question mark [7 changes to a green
checkmark M (Figure 4-12).

e
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Tags To Be Added:

T

fhlew Aliasi
1,FIC101

Figure 4-12. The fag is validated.

If OPC Explorer cannot read the tag from Excel, the blue question mark [ changes to a red X

[ If this happens, check that you have entered the correct Item Path when creating the alias in
section 3.

7. Repeat steps 4 to 6 for the remaining tags.

8. Click xl“ to close Matrikon OPC Tag Studio and update Matrikon OPC Explorer.

Matrikon OPC Explorer now shows the tags as Active, with the sample values you originally
entered in Excel

.. Matrikon OPC Explorer - [Untitled*]

File Server Group Item View Help

8 [=] 3

|

ET

groupl Contents of 'groupl’

EE Localhost "WLEE-EWERT Lke
-8y DSL.OPC.RTPOPC.Z

CCess Pal alue | Timestam i Qualit

H ) FIC101 Active 155 11§12/2002 5:25:11 PM  Good, non-specific
E1-&q Matrikon OPC.0DE.1 @ PIC204 Acive 15 11/12/2002 5:25:11 PM  Good, non-spexific
L TIC306 Active z0 11}12/2002 5:25:11 PM  Good, non-specific

-0By Matrikon, OPC LufkinModbus, 1

-SBy Matrikon, OPC, ScadaModbus, 1
-SB% Matrikon, OPC, Simulation, 1
-7'1 Network heighborhood

_!E‘_ Other Metwork Computers

<] L3 J K

b =

Server: Matrikon. OPC.DDE. 1 Group: groupl

Connected: Yes Connected {Async I/0}: Ves (2.0)

State: Running Active: Yes
Groups: 1 Items: 3
Current Local Time: 11/12/200Z 5:29:06 PM Current Update Rate: 1000 ms

Last Local Update Time: 11/12/2002 5:25:11 PM Percent Deadband: 0.00%

* Matrikon Ve Wake Connections

i&(Errors encountered. View error log for details.) | Advising: m

Figure 4-13. The tags are read from Excel.

4.4 Testing the Connection Between OPC Explorer and the DDE Server

To test the connection between OPC Explorer and the DDE server:

1. In Matrikon OPC Explorer, right-click the top tag (.FIC101) and select Write Values from the
shortcut menu that is displayed (Figure 4-1).

e
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.. Matrikon OPC Explorer - [Untitled*]
File Server Group Item Wiew Help

g. Matrikan, OPC LufkinModbus. 1
- CBy Matrikon, OPC, ScadaModbus, 1
-S89y Matrikan, OPC, Simulation. 1

g # Metwork Neighborhood
-7 Other Network Computers

4 |2 ]]x]

Alb+Enter

& X[ @
groupl Contents of 'groupt’
g Lacalhost "\LEE-EWERT' Item ID Access Path Skatus Walue | Timestam i Qualic
- DSLOPC.RTPOPC.2 > 1550 11f13/2002 10:45:27 ... Good, non-specific
51 Matrikon OPYC.LDE. 1 15 11/13/2002 10:45:27 ... Good, non-specific
20 11/13/2002 10:45:27 ... Good, non-specific

Connected: Yes

Groups: 1

State: Running

Current Local Time: 11/13/2002 10:46:09 AM
Last Local Update Time: 11/13/2002 10:45:27 aM

Server: Matrikon, OPC.DDE. 1

Connected (Async 1/0): Yes (2.0)

Group: groupl

Active: Yes

Items: 3

Current Update Rate: 1000 ms
Percent Deadband: 0.00%

(3 Al

% Matrikon e Wake Connections |

| Advising: Cl

Figure 4-14. Write a tag value in OPC Explorer.

The Write Values dialog box (Figure 4-2) appears.

2. Click the New Value box and change the tag value from 1550 to 1600. Then click OK.

g Write Yalues

Multiple Yalue i Signal Generatar i

i Current Value

Item ID
M| .Ficio1 1550

i Data Type /imew\u'aluﬁ i

Skring

R

Cancel I Apply !

Figure 4-15. The Write Values dialog box.

The value displayed in OPC Explorer and in the Excel workbook (Book1. x| s), is now 1600

(Figure 4-16).
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s Matrikon OPC Explorer - [U) ed®] 5 =] B
File Server Group Item  Wiew Help
ez xi|ls sx[aldm B]d @ wsd B
graupl Contents of 'groupl’
Localhost “\\LEE-EMERT' lue | Timestam | Qualit:
‘%’-DSIP"C-RTPOPC-Z iy FIC101 Active 1600 132002 10:57:00 ...  Good, non-specific
-& 4 Matrikan.OPC.0DE. 1 a5 PICIT e 15 11/13/2002 10:56:45 ... Good, non-sperific
-3 LT ) w5 | TICI06 active 20 11/13/2002 10:56:45 ... Good, non-spexific
08y Matrikon, OPC.LufkinModbus, 1
8%, Matrikon, OPC,ScadaModbus. 1 24 Microsoft Excel - Book1.xls [_ O] %]
- DBy Matrikon, OPC, Simulation, 1 . CNEIE
Eile Edit ¥ I L t Tool
g’# Metwork Meighborhood @ e £ e _n.ser grm ek
Sm Other Metwork Computers Data Window Netoffice Help —I—I' g
x|
< [ KR N H&B <o -0 - 1 =
ing
c7 hd| =
Server! Matrikon.OPC,CDE. 1 —-&'—'-—9—]‘ C | j
P
Connected: Yes Conneck %Flc‘]m 1600 )
State: Running 3 (TIC205 20
Groups: 1 1
Current Local Time: 11/13/2002 10:57:24 AM Current |4 | o
Last Local Update Time;: 11{13/2002 10:57:00 &M Percel |4 |4 [p 1[4 Sheet1 50| |
J Draw = [3 5 | AutoShapes = ™, |e i
- 3 .
#Matrikon e Make Connections | | 4

Figure 4-16. The tag value has now changed.
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Step 4: Linking Data Between OPC Servers

The connection between Excel and the DDE server is configured and tested and the next step is to
connect the OPC Simulation Server and the OPC Server for DDE, using the OPC Data
Manager.

OPC Data Manager is a software application that transfers data from one OPC server to another.
OPC Simulation Server generates random, ramped, and stepped values, as well as a unique “bucket
brigade” mechanism that enables control logic testing.

*  First, you will configure the OPC Data Manager (section 5.1) and the OPC Simulation Server
(section 5.2).

*  Then, you'll test the server configuration to ensure that data read and written to and from the
OPC Data Manager appears in Excel (section 5.3).

Configuring OPC Data Manager

To configure OPC Data Manager:

1. Click the Windows Start button, and then point to Programs, point to Matrikon OPC, point
to DataManager, and click DataManager.

The OPC Data Manager starts and the 22 Data Manager icon appears in your system tray at
the bottom left of your screen.

2. Right-click the o Data Manager icon and select Configure from the shortcut menu that is
displayed (Figure 3-1).

Note: 1t may take a few seconds for the Data Manager to start and for the icon to appear. If you click the
tcon again, a second Data Manager instance will start. If this happens, make sure that you close one of the
windows or the Data Manager server will not function properly.

Shut Doven
About.

Figure 5-1. Select Configure from the shortcut menu.

The Matrikon OPC Data Manager Configuration screen appears (Figure 3-2).
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ta Manager Configuration

File Manager Servers Miew Help

=@ & ||| /8]0 wl

Locakhost

oy DSI.OPC.RTROPC

oy DSI.OPC.RTPOPC.2

o Matrikon OPC.DataManager
o Matrikon OPC.DDE

o Matrikon OPC. Lufkink odbus
o, Matrikon OPC. ScadaModbus
o, Matrikon DPC Simulation

-BE, Matrikon OPC Simulation. 1

] ._‘g Metwork Meighborhood

Data Manager Groups |

Localhost

% DSLOPCRTPOPC

%, DSLOPCRTPOPC.2

o, Matiikon. OPC.D atal anager
o, Matiikon. OPC.DDE

o, Matiikon. OPC. Lufkintodbus
o, Matiikon. OPC.5 cadab odbus
o, Matiikon OPC Simulation
MNetwork Neighborhood

Tag i A, ; B I Mazter [Input] ; Access Path i Slave [Output] | Access Path ; Type ! Walue l Quality i TimestamE!

ARE Subseriptions

|Mo Redundancy. Ready.

Figure 5-2. The Configuration screen.

In the Data Manager Groups pane, right-click and select Add Group from the shortcut menu

that is displayed (Figure 3-1).

--Matrikon Data Manager Configuration

File Manager Servers Wiew Help

08, Matrikon OPC Lufkintd odbus
08, Matrikon OPC ScadaModbus
08, Matrikon OPC. Simulation
B, Matrikon. OPC Simulation. 1

B 5‘3 Metwork Meighborhaad

oex DSIOPCRTPOPC

o8 DSIOPCRTPOPC.2

08 Matrikon. OPC.D ataM anager
085 Matiikon OPC.DDE

(-85 Matrikon.OPC.Lufkintdodbus
08 Matikon. OPC. Scadatdodbus
085 Matiikon, OPC. Simulation
__'g Netwark Neighborhood

ag i I i B I d aster [Input] i Access Path i Slave [Qutput] I Access Path i Tupe i Walue i Quality ; Tlmestamgi

Chrl+R

Expork Gra

Refresh Group 3

|Mo Redundancy. Ready.

Figure 5-3. Right-click and seledt Add Group.
The Add Data Manager Group dialog box appears (Figure 5-4).
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Add Data Manager Group

General a Options

Group Mame igmup-]

“alue Lifetime:

The Yalue Lifetime specifies the lifetime of all data pointz in this group.
An OPC refresh is requested after this period. Enter "0" if vou do nat
want refresh requests.

Lifetime {0000 m3

& & short lifetime may lead to increased server load.

™ Refresh fram DEVICE

[ Update Interval

The Update Interval iz the OPC Update Rate. It specifies the
minimumn interval between OPC updates.

Master (Input] Update Interval i'\ noo millizeconds
Slave [Output] Update Interval ;T ano millizeconds

Cancel 1
Figure 5-4. The Add Data Manager Group dialog box.

4. In the Group Name box, type gr oupl, and then click OK.
The group, groupl, now appears in the Data Manager Group box (Figure 5-5).

-- Matrikon Data Manager Configuration®

File Manager Servers Wiew Help

S|6| 5 o |ws|on| B8[0] wl

Locahost -_5 Lozalhost
(-85 DSLOPCRTPOPC
[+-08% DSIOPCRTPOPC.2

08, Matrikon OPC Datatdanager
0% Matrikon OPC.DDE

08, Matrikon OPC Lufkintd odbus
08, Matrikon OPC ScadaModbus
08, Matrikon OPC. Simulation

[+-08% Matrikon.OPC.DataM anager
[0 Matrikon.OPC.DDE

28 Matrikon.OPC. Lufkintdodbus
2% Matrikon. OPC.ScadaModbus
[0 Matrikon. OPC.Simulation

By Matrikon OPC. Simulation. 1 E‘fx Netwark Neighborhood
b4 Network Neighborhood

@i Tag ’ I i B i Master [Input] i Access Path i Slave [Output] | Access Path l Tupe i Walue I Quality ; Tlmestamgi

|Mo Redundancy. Ready.

Figure 5-5. The new group is added.

5.2  Configuring OPC Simulation Server

To configure OPC Simulation Server

1. In the upper right pane of the Data Manager window, click Matrikon.OPC.Simulation to
start the OPC Simulation Server.

The OPC Simulation Server starts and the 2 Matrikon icon appears in your system tray at
the bottom left of your screen. The Simulation Items folder appears nested within the OPC
Simulation Server.

@ 18
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2. Click the Simulation Items folder to open it, and then click the Bucket Brigade folder nested
within it.

The Bucket Brigade folder opens, displaying numerous tags (Figure 5-0).

= Dade

i Array0fReald
wi; Array0fSting

Boolzan

i Aeald %
i Aeald

String

Time

Figure 5-6. The Bucket Brigade folder contains numerous tags.

3. In the upper left pane of the Data Manager window, click Mattikon.OPC.DDE to open the
folder, and then click to open the Configured Aliases folder and the New Alias 1 folder nested

within.

The tags created in section 4.3 are displayed within the New Alias 1 folder (Figure 5-7).

-- Matrikon Data Manager Configuration™®

File Manager Servers ‘iew Help

=] B & Xl 885

Localhost i [=-4=5 Simulation Items ..‘_I
%, DSIOPCRTPOPC : Bucket Brigade

%, DSI0PCRTPOPC 2 Array0fReald
085, Matrikon OPC Datat anager ; Arrap0fSting
08 Matrkon OPC.ODE 1
[ (] Excel

=23 Configured Sliases

for R FICT01
FIC204

TIC308 | [ =l
__Data Manag ;ﬂg I A.I B! M aster [Input] I ACC... 1 Slave [Dutput] i Acc.. ! Type I Wal
= groupl
________ SRR
1] | ]
{Mo Redundancy, Ready.

Figure 5-7. The tags created in Excel.
4. Drag the first tag, FIC101, and drop it in the Bucket Brigade folder (Figure 5-8).

e
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-- Matrikon Data Manager Configuration™®
File Manager Servers ‘iew Help

=] B & Xl 885

3 Localhost - g Matrikon OPC.Lufkint odbus ..‘_I
-085 DSIOPCRTROPC g Matrikon OPC.ScadaModbus
-08g DSIOPCRTPOPC 2 Eg Matrikon OPC. Sirmulation J

-8 Matrikon OPC D atabdanager ==
085, Matrikon OPC.DDE
[ (] Excel
=23 Configured Sliases
B2 Mew dliaz 1
[T C101

B

[ val

Pata Manager Groups || Tag ] A.I B! Master [Input]
4= groupl

AEE Subscriptions

<] | ol

|Mo Redundancy. Ready.

Figure 5-8. Drag the tag to the Bucket Brigade folder.
The Add Shared Point dialog box appears (Figure 5-7).

Add Shared Point

General i Dpt\onsi Advancedi

[ Data Manager

;J\I Group ;groupﬂ

[TaGH TagMame IItemTagB

Reference String Igny Description

r~Input OPC Server
Server Name iLocthost\Matlikon.DF’C.DDE

Type i\u"T_EMPTY 'i I Anay

OPC Ikem iNewAIias 1FICTM

Ll

—Output OPC Server
Server Name iLocthost\Matlikon.DF’C.SimuIation

Type IVT_EMF‘TY -i I Aray

OPLC Item lBucket Brigade

B

B

oK
Figure 5-9. The Add Shared Point dialog box

In the Input OPC Server area, type the name of your input server (e.g.,
\ Mat ri kon. OPC. DDE) in the Server Name box.

In the Output OPC Server area, type the name of your output server (e.g.,
\ Mat ri kon. OPC. Si mul at i on) in the Server Name box.

Local host

Local host

In the Output OPC Server area, type the name of a tag that allows read and write (e.g.,
Bucket Bri gade. | nt1)inthe OPC Item box, or click B 6 browse the tags (Figure 5-8).
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Add Shared Point

General % Dptinnsi Advancedi

—Data Manager

|/\ I Group igroum

[TAGH Tag Mame lltemTagZ

FReference Sting IAn_u Description

“Input OPC Server
Server Name ianthnst\Matnknn OFC.DDE

Type iVT_EMPTY 'i ™ Anay

OPC lkem iNew Aliaz 1.FICTM

~Output OPC Server
Server Name iLocalhost\Matrikon.DF‘C.SimuIation

Type WT_EMET ==

OFC |terr<5ucket Erigade.Int]

T e

\JE_LL:

0k, 1 Cancel
Figure 5-10. Define the OPC ltem in the Add Shared Point dialog box

8. Click the Options tab to display the Add Shared Point Options window.
9. Select Bidirectional to allow data values to be written from one server to the other (Figure 5-11)

Add Shared Point

Genersl  Options i Advanced i

~Directior

—Scaling

; I Input->Output Scaling
| in ID Dutputbdin {0

gt b an iD Dutput bfax{0

~Dead Value
Q & Do nothing [last known valug]
£ Use the folowing dead value:
etz [0 Tuge [vT_12 =l
—DDE
B+ T ServetoDDE
e

Cancel i
Figure 5-11. The Add Shared Point Options window
10. Click OK to save the settings.

The tag values are now shared between the DDE server and the OPC Simulation Server
(Figure 5-12).
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-7-Matrikon Data Manager Configuration®

File Manager Servers Yiew Help

ZE] ] o x[eslon] SB(E] anf

(=-28%; Matrikon OPC.DDE
(2] Exeel

=425 Configured &liases
S5 New dlias 1
i FICTOT

; PIC204
iz TICI0B
g Clients

(-85 Matrikon. OPC. Lufkintodbus
[+-08 Matrikon. OPC.S cadaModbus
£

08 Matrikon. OPC. Simulation

=08 Matikon. OPC. Simulation
=423 Simulation Items

| B1+2§ Bucket Brigade

i ArapdifReald

: ArrayOfSting

7GR kA kil e DIDT e I mbiman 1
Diata Manager Groups
..... =4 groupl

1 _BSTR 1600

A%E Subscriptions |

[N Redundancy, Ready.

Figure 5-12. The tag values are now shared between the two servers.

Testing the Server Configuration

To test the server configuration:

1. Right-click the tag you added to the lower pane of the Data Manager and select Write from the

shortcut menu that is displayed (Figure 5-13).

-- Matrikon Data Manager Configuration™

File Manager Servers View Help

S[E] &) o osles]ae] 8182 w

(=1-108% Matiikon OPC.DDE
[ Escel

=423 Configured Aliases
=] Mew Alias 1

s TIC306
@ Clients

(-8 Matrikon. OPC. Lufkint odbus

[0 Matrikon OPC.ScadaModbus

[-08 Matrikon, OPC. Simulation

N AR hdobilecw MDC Cien

b

8y, Matrikon OPC.Simulation

-2 Simulation lkems
1423 Bucket Brigade

g ArrayOfReald

g Aray0fSting

- Boolean
i |l

[rata Manager Groups

428 groupl

#Add Shared Paint
Delete Shared Point Del

ALE Subscriptions

Ready,

[Me Redundancy,

Figure 5-13. Select Write from the shortcut menu.

The Write Value dialog box appears (Figure 5-14).
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Wirite: |

TAGH groupThitentagl

Feference IAn_u Diescription

Input Tag ILocthosl\Malrikon.DF‘C.DDE\New Alias 1.F1 IVT_BSTH j
Output Tag Ianthnsl\Malriknn OPC. SimulationtBucket Bri IVT_H j

Mew W alue
’7 Vae  [iEIR Type [WT_BSTR =l
Apply | Cancel |

Figure 5-14. The Write Value dialog box.
2. In the Value box, type 1550, and then click Apply.
The tag value in Excelhas changed (Figure 5-15).

- =Matrikon Data Manager Configuration®

EdMicrosoft Excel - Bookl.xls  [Ej[=] B3

File Manager Servers Mew Help @E\IE Edt View Insert Format Tools

EIEI cf| || x| 8| Llll Data Window MNetOffice Help ==
- =85 Matrikon DPC.DDE Al =g Matrkan OPC Sin x|
-] Excel H (=424 Simulation Iter )
F H 100% = 10 =
Elﬁ Configured Aliases ] El-a Bucket Bri J 2& @' < i Gl
EI@ MNew Alias 1 | @ Arrayd B2 j =
e~ | ¢
\wiite | 1 FIC101 1550
2 |PIC204 I 15!
3 | TIZ306 20
TAGY aroup]hitemtag] 4
Reference IAn}' Description [« 4 [» [plsSheets {5h | 4]
J Diraw + % G) AutoShapes * ™., |e 2
InputTag [l ocalhostitatikon OPC.DDEWNew Alias 1.F1 [vT_BSTR e
&
Output Tag ILocalhost\Matrikon.DPC.S\mu\ation\BucketBri IVT_I1 j
Mew Value
’7Value 1550 Type [wT_BSTR ]
B i
Apply Cancel I

Figure 5-15. The tag value in Excel has changed.
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Troubleshooting

This section addresses common problems and questions you may encounter while doing this tutorial
or using Matrikor’s OPC tools. The section is divided into Problems and Solutions and

Questions and Answers.

Please check this section before contacting Matrikorn’s Technical Support.

Problems and Solutions

This section covers common problems you may encounter while doing this tutorial or using

Matrikon’s OPC tools and provides solutions to these problems.

Solutions are provided for the following problems:

*  OPC Server Stops Updating Client After Two Hours

*  OPC Server Shuts Down When No Clients Connected

*  Only First HASP Hardware Key Recognized

*  OPC Server Cannot be Configured

*  OPC Client is Unable to Create or Read Items

*  OPC Server Does Not Retain Settings

*  OPC Server Cannot Save Configuration in XML Format
*  OPC Server Does Not Appear in OPC Client Application
*  Access Denied or Timeout While Connecting Via DCOM
*  Client Cannot Connect to Server or Server Doesn’t Start

*  Configuration Utility Doesn’t Start When Client Launches Server
* DA 2.0 Asynchronous I/O Doesn’t Work

*  Server Cannot Find Hardware Key

OPC Server Stops Updating Client After Two Hours

Problem: The OPC server stops updating the client with item values after two hours.

Solution:  'The OPC server is licensed with a hardware key, and the demonstration period for the
server has expired. Check that the correct HASP hardware key is securely fastened to the
parallel port. If it is, run the HINSTALL program that is located in the
MATRIKON\COMMON ditectory under Program files with the “/1” parametert.

OPC Server Shuts Down When No Clients Connected

Problem:  'The OPC server shuts down automatically after 5 minutes when no clients are connected.

Solution:  'This is standard behavior for COM servers. However, you can override this behavior as

follows:

* In the registry, locate:
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HKEY_CLASSES ROOT\ PSTCFQVat ri kon. OPC. { server nane}. 1\ CLSI D\
and obtain the class ID of the OPC server.
e In:

HKEY_CLASSES ROOT\ CLSID\{cl ass I D of OPC server}\Options

and create a string value named LockServer. To create a new value, select the
Options key, and then select Edit\New\String Value from the Registry menu.

*  Set the value of the LockServer entry to 1. To edit the value, select the entry and
select Edit\Modify from the Registry menu.

For example, if the Simulation server’s CLSID is:

{ F8582CEE- 88FB- 11D0- B850- 00C0F0104305}

then Figure 6-1 shows you how to override this behaviour.

&' Registry Editor

Registry Edit  Wiew Favorites Help

-] {F8582CEE-58FE-11D0-6850-00C0F0104305) = | | Name Type |_Data

(] {Fe582CEF-66FE-1100-B50-00COF0 104305} [3B](Default) REG 57 falue not set)
{1 {FE5E2CFO-68FE-11D0-B50-00COF0 104305} [B]BackupCopies REG 57 o

(] {Fa582CF2-65FE- 11D0-6350-00C0F01 04305} T —— REG o7 0

= {FE582CF4-88FE-11D0-B850-00COF0104305} CommitWrites REG =2 o

[ Localserveraz :
03 Localserver [sB]pefaulConfig REG_S5Z

- Ciptions :
, g prngID [2B]Launchconfigshel REG_SZ 1
(0] {Fe582CFS-98FE- 1100-B850-00COFD1 04305} 8L oadonstartup REG_SZ 1
-2 {F8582CF7-BBFB-11D0-B850-00COF01 04305} ver REG_52 1
REG_5Z 1

(] {FE582003-66F6-11D0-B50-00COF0 104305} LUG

Figure 6-1. The tag value in Excel has changed.

Only First HASP Hardware Key Recognized

Problem:  There is more than one HASP hardware key from Matrikon attached to the parallel port,
but the software only recognizes the first one.

Solution:  HASP keys from the same vendor cannot be chained together. Send an email to
Matrikon technical support (www.matrikon.com/support) to obtain a HASP key
containing the combined codes of all installed Matrikon OPC servers.

OPC Server Cannot be Configured

Problem:  The server cannot be configured because there is no red X’ in the System Tray.

Solution:  If the server is running as a service, you will not see the usual red X’ in the system tray
that indicates the OPC server is running. To configure the server, start the configuration
utility by using the shortcut to the OPC setver in the Start menu. This shortcut starts the
Configuration utility as well as the OPC server.

0PC Client is Unable to Create or Read Items

Problem:  The OPC client is unable to create or read items under a configured object (device).

Solution: Check the object configuration. Ensure that the Enabled checkbox is selected.
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OPC Server Does Not Retain Settings

Problem:  The OPC server does not retain its previous settings and must be reconfigured each time
it starts up.

Solution:  In the Configuration utility, choose Options from the View menu. Under the General
tab, ensure that the Load configuration on startup checkbox is selected, and that the
correct file name appears in the edit box.

OPC Server Cannot Save Configuration in XML Format

Problem: The OPC server cannot save the configuration in XML format.

Solution:  Microsoft Internet Explorer 4.01 (or later) must be installed to use the .XML format.
If you do not have this software, you can still save the configuration in .PXC format,
which is the original Matrikon format.

OPC Server Does Not Appear in OPC Client Application

Problem:  The OPC server does not show up in a list of /cally available program IDs in the OPC
client application

Solution: ~ Make certain that a user with local administrative rights installs the OPC server so that it
can make the necessary entries in the registry. Also, especially for older OPC clients that
do not use the OPC Server Browser, ensure that the client is running as a user that has
read access to the registry.

Problem:  The OPC server does not show up in a list of remotely available program IDs in the OPC
client application

Solution:  Follow the steps found in section B.1 (in Appendix B) to copy the program ID from the
server machine to the client machine.

Access Denied or Timeout While Connecting Via DCOM

Problem:  “Access Denied” error or time out trying to connect to a remote OPC server via DCOM.

Solution:  Ensure that the access and launch permissions for the OPC server are set correctly on the
server machine. See section A.3 (in Appendix A) for more information.

Client Cannot Connect to Server or Server Doesn’t Start

Problem: A client tries to connect to the server and fails, or the server does not start up.

Solution:  Ensure that the access and launch permissions for the OPC server are set correctly. See
section A.3 (in Appendix A) for more information.

Configuration Utility Doesn't Start When Client Launches Server

Problem:  The splash screen and configuration utility do not appear when a remotely connecting
client or a client that runs as an NT service (such as Aspentech’s CIMIO OPC
Manager) tries to launch the OPC server.
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Solution:

Either set the identity for the OPC server to the interactive user, or consider running the
server as an N'T service. See section A.2 (in Appendix A) for more information..

DA 2.0 Asynchronous 1/0 Doesn't Work

Problem:

Solution:

After installing an older OPC setver, DA 2.0 asynchronous I/O no longer works.

The old installation program installed and registered its own (older) version of the OPC
proxy/stub DLL. Reinstall the standard OPC proxy/stub DLLs using an up-to-date
installation program, or re-register them using the REGSVR32 command-line utility.

Server Cannot Find Hardware Key

Problem:

Solution:

The server doesn’t seem to be able to find my hardware key.
Try running the hasp. exe utility under:
C.\ Program Fi | es\ Matri kon\ OPC\ Conmon\ .

When this utility is run, a small dialog box will appear. With the hardware key plugged
into the printer port on the back of the computer, select Check key from the Utilities
menu. If an error message appears (that is, There is a problem with the hardware key
setup), then there is a problem reading the hardware key. You should see something
similar to GCOM OPC Setver in the dialog box.

Questions and Answers

This section answers common questions you may encounter while doing this tutorial or using
Matrikon’s OPC tools.

Answers are provided for the following questions:

e How Do I Remove the OPC Server as a Service?

*  Does the server need to be started manually when it is installed as a service?

* How can I get OPC data into Microsoft Excel, Microsoft Word, or another application with
support for Visual Basic, VBA, or VB Script?

*  How can I access individual bits from an integer item?

How Do | Remove the OPC Server as a Service?

Answer:

Un-register and reregister the OPC server file.

The installation program registers the Matrikon OPC Server for DDE to run as either a
local executable or an NT service, based on user choices, and creates a shortcut in the
Start menu. Use the Start shortcut to open the configuration utility, which will start the
server. For reference purposes, the command-line parameters for the OPC server
executable are shown in Table 6-1:
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Table 6-1. Command Line Parameters for Matrikon’s OPC Server for DDE

Parameter Description

/REGSERVER—REGSERVER Registers the OPC server to run as a local executable, uninstalling the NT
service if necessary.

/SERVICE-SERVICE Registers the OPC server to run as an NT service. By default, the service
is sef to run as the System account as an interactive process.

JUNREGSERVER—UNREGSERVER Removes all registry entries for the OPC server, uninstalling the NT
service if necessary.

(No parameters) Starts an instance of the OPC server as a local executable. It is preferable
to start the server up from the configuration utility or another OPC client
instead of from the command line.

Does the server need to be started manually when it is installed as a service?

Answer: No: the first OPC client that tries to connect will start the OPC server.

How can | get OPC data into Microsoft Excel, Microsoft Word, or another application with support for
Visual Basic, VBA, or VB Script?

Answer: Use the Matrikon OPC Automation Component to create a Visual Basic script that
connects to a server, creates groups and items, and receives data change updates. See the
installed files for examples of how to do this in Excel, Visual Basic, or an HTML
document.

How can | access individual bits from an integer item?

Answer: Create an alias that references the desired item and configure scaling for the alias to use
expression evaluation. Edit the input expression to use binary math to access a particular

bit (that is, | F((1 NPUT AND 4)=4, 1, O0) to access bit 2). This method allows

read access only.
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Appendix A—Distributed COM (DCOM)

DCOM is an object protocol that enables COM components (such as OPC clients and servers) to
communicate directly with each other across a network. A certain amount of configuration is
required on the system where the OPC server is installed to allow remote clients to connect to it over
the network.

Note: The following steps are suggestions only. Ask_your Windows NT' System Administrator for more
information about the settings that you should use, especially between different domains.

A.1 DCOM Configuration Utility

Start the DCOM configuration utility either from the server configuration utility or from the
command-line (DCOMCNFG. Answer Yes to any message boxes that appeat, allowing the utility to
assign application 1D entries to those servers that do not already have them.

The main window for DCOMCNFG allows you to either configure default settings for all COM
servers, or to configure settings for a specific server chosen from the list. The former will affect all
servers configured to use the default settings. The latter will affect the selected server only.

Note: DCOM settings are stored in the registry and loaded by COM (and OPC) servers at start-up.
You must shut down and restart server processes in order for these changes to take effect.

A.2 Default Properties

The Default Properties tab contains settings that affect all DCOM communication on the machine.
First of all, ensure that the Enable Distributed COM on this computer check box is selected so
that the computer is available to others through DCOM. Select the Enable COM Internet Services
on this computer check box to allow DCOM access to the computer from the Internet (check with
your administrator). In general, the other settings do not need to be changed.

The Authentication Level specifies when COM should authenticate the identity of calling clients
(each call, each packet). Normally, it should be set to Connect, indicating that COM should
authenticate clients when they first connect to a server. If it is set to None, then COM performs no
authentication and ignores any access permission settings.

The Impersonation Level specifies whether servers can ascertain the identity of calling clients, and
whether they can then perform operations on the client's behalf (as if the server is the client).
Normally, it should be set to Identify, allowing the server to identify the calling client to see if it is
allowed access to a certain resource, but not to actually access any of these resources as the client.

Select the Provide additional security for reference tracking check box to make even the
reference counting on COM objects secure. This setting is not generally required.

A.3 Security Permissions

The most important DCOM settings for an OPC server are the security permissions. We do not
recommend changing the default settings; however, if you do change the default settings, make sure
that the OPC server will use these settings. We prefer to change the specific settings for the server.
Either way, make certain that the access and launch permissions for the server are correct.
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To set the security permissions for an OPC Server

1. Open the DCOM configuration utility.
2. Click the OPC server, and then click Properties.

The Distributed COM Configuration Properties dialog box appears.

Distributed COM Configuration Properties

Applications | Default Properties | Detault Security | Detault Prntncnlsl

Applications:

HT ML Application

iFl= wiorkSpace ExpressionE ditar

Image Dacument

Intellution Dynamics 'WorkS pace Application
Internet Explorer(ver 1.0]

logagent

Matrikon OPC Server for DDE

Matrikion OPC Server for Flx

Matrikon OPC Server for Foxboro 14
Matrikon OPC Server for IP21

Matrikon OPC Server for Modbus Devices

| Matrikon OPC Server for ODBC

i i o G
Media Player
Microzaft Access Application
Microzoft Agent Server 2.0
icrozoft Clip Gallery
Micrazaft Excel Application

4]

Microzaft Graph 2000 Application ;I
Properties.. |
'TI Cancel Apnly

3. Click the Security tab to set the security for the server.

The Security window appears.

Matrikon OPC Server for Simulation and Testing Properties

Generall Location  Security |Identily| Endpoints

& e defaul access permissions

' Use custom access permissions

You may edit who can access this application,

Bt |

' |lse default Jaunch pemissions

€ Use custom launch permissions

*r'ou may edit who can launch this application.

Exdit;.

" e default configuration permissions

% Use custom configuration permissions
“f'ou may edit who can change the configuration infarmation for this

application.
Edit..

o

Cancel | Lpply

The tag value in Excel has changed.

The Access Permissions contains an Access Control List of principals that are allowed to interact

with objects supplied by a server.

The Launch Permissions contains an Access Control List of principals that are allowed to start

up a server process or service.
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These permissions should include the names of users or uset groups from trusted domains that
you wish to be able to access or start the OPC server on this machine, and the Everyone group
if you want to allow all users on a particular domain to access or start the OPC on this machine.

To set the Access permissions, click Use custom access permissions , and then click Edit.

The Registry Value Permissions dialog box appears.

Registiy Walue: DefaulthccessPermission

Owner. peter.mah [Feter Mah]

Mame:

@ Everyone Allo
i INTERACTIVE Allow hecess
€ NETWORE. Allow becess
GRSYSTEM Allow Access

Tupe of Access: IAIIow hccess j

HL I Cancel | Add... | BRemave | Help |
To add users to the list, click Add.

The Add Users and Groups dialog box appears.

Add Users and Groups

List Mames Fram: I@MATHIKDN j

Mames:
@R0omain Admins Diesignated administratars of the domaind
omain Guests All darnain guests

omain Llsers &)l domain uzers

Enterprise 'Wide Systems
roup200 Infoplus21 User Group

dzHuman Fesources Human Resources Departrent

Industial Evolution Development Team j

Add Show Uszers Iiembens.. Search... |

Add Mames:

Tupe of Access: | Allow Access 'l

akK | Cancell Help |

To add a user to the list, click the user, and then click Add. If the user you want to add does not
appear, then click Show Users.

When you are done adding users, click OK. You can then allow or deny access for each user by
selecting each user and choosing Allow Access or Deny Access from the Type of Access
drop-down list box.

Repeat steps 4 to 7 to set the launch permissions, choosing Use custom access permissions in
step 4 and Allow Launch in step 7.

The Configuration Permissions contains an Access Control List of principals that are allowed
to modify the configuration information for a server. In other words, it indicates who is allowed
to alter the registry entries for installed servers, as well as who is able to access the registry to
install new servers. It is usually simpler to install and configure servers as a user with local

administrative rights.
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To connect to an OPC server from outside of the domain, create a local user account on both the
server and the client machine with identical username and password. Then add the local user on the

OPC server to the DCOM permissions. Use the local account on the client machine to connect to
the OPC server.

A.4 Server Identity

The Identity tab for a selected COM (or OPC) server specifies the user account that should be used
when COM starts up the process. The available settings are different for servers that run as local
executables as opposed to those that run as NT services.

We strongly recommended that OPC server be installed to run as NT services if they are going to be
accessed by remote clients via DCOM. This ensures that the server can always be accessed, even if
no one is presently logged on to the machine, and that only one server process ever starts up. It also
adds a greater degree of security in terms of who is able to shut down the server process.

Servers that run as local executables have the option of running as the launching user (the calling
client, which is the default), the interactive user (the user currently logged onto the machine), or a
specified user. It is usually best to use the interactive user or a specified user. Otherwise, remote
clients might start up multiple separate server processes that are not accessible to others.

Servers that run as NT services should generally run as the local System account. Alternatively, the
server can be set to run as a specified user, although this is usually done from the Service Control
Manager applet rather than DCOMCNFG. Access and Launch permissions are particularly
important when installing a server to run as an NT service.
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Appendix B—Default Protocols

The Default Protocols tab specifies the communication protocols available to DCOM. The order
that protocols appear in the list indicates the priority in which they will be used (the topmost having
the highest priority).

Note: UDP/IP protocol does not work correctly for DCOM and should be removed from the list.

The more protocols that appear in the list, the better the chances of connecting to an OPC server on
an unknown remote machine (such as at an OPC Interoperability Workshop). However, it may also
take longer for DCOM to time out if a server machine is not present, since it has to try each protocol
in turn,

For most situations it is best to remove all unused protocols from the list and only include those that
are necessary for your network. For example, on a TCP/IP netwotk one would include the
Connection-otiented TCP/IP protocol. Contact your I'T personnel for more information about your
network.

Evidence indicates that there are problems with the datagram-oriented protocols that can cause
memory leaks in DCOM. Therefore, we strongly recommended that these protocols not be used in
the list of default protocols. Datagram-oriented protocols are not supported under Windows 2000
(although the DCOM configuration utility allows you to configure them).

B.1 Remote Program ID

Before the OPC Server Browser became available, OPC client applications had to search the
registry to generate a list of available OPC servers. Therefore, some older OPC clients need to have a
program ID in the local registry in order to connect to a particular OPC server.

The simplest solution is to install the OPC server software on the client computer, even if it is not
used. Alternatively, use the following steps to copy a program ID to the client computer.

This method may not work for every OPC client. Please check the client documentation for more
information.

To install a copy of OPC Server software on the client computer

1. On the server machine, run REGEDIT as a user that has access rights to the local registry.
2. Expand the HKEY_CLASSES_ROOT key.
3. Find the program ID for the OPC server.

If you are using one of Matrikon OPC servers, the ID has the form Matrikon.OPC.Device. If
you type the first few letters, then REGEDIT should automatically go to the location of that
key.

Some servers may have both a version-specific as well as a version-independent program ID. In
this case both IDs should be copied to the client machine.

4. For each program 1D, select the key and, from the Registry menu, choose Export Registry
File.

5. Type a file name and click Save. Be careful not to overwrite other export files that you are
creating.
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Copy the exported REG files to the client machine.
Merge the REG files into the registry of the client machine.

This should be a matter of double-clicking the file from the desktop of the client machine.
Alternatively, run REGEDIT on the client machine and choose Import Registry File from the
Registry menu, selecting each file in turn. This must be done as a user who has write access to
the local registry.

Use REGEDIT to check that the program IDs have in fact been copied.

Delete the REG files, since they are no longer needed.
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